
TrueRNG
Hardware Random Number Generator

~~~~
designed in the USA

http://ubld.it/rng

Baltimore, Maryland, USA

Page 1 of 8



The Problem

An increasing number of computer software packages rely heavily on the 
availability of a source of random numbers.  In some cases, these software 
packages require a large amount of random numbers for things such as SSH, 
SSL, GPG, etc.  In the Linux operating system, the kernel keeps a small entropy
pool (4 kiloBytes) that is used by applications.  If this pool is depleted then the 
kernel will block causing a delay until the kernel can provide the requested 
random numbers.  The Linux kernel can only slowly replenish the pool using 
keyboard timings, mouse movements, interrupt, and IDE timings because of the 
lack of a high-speed source of quality random numbers.

What Not To Do

There have been some programmers who have developed software and 
techniques to quickly fill the entropy pool with pseudorandom numbers.  
Although this may solve the blocking issue, it unacceptably degrades security by
causing applications to use potentially deducible random numbers.  This may 
allow the “bad guy” to gain access to your protected information.

The Solution

A hardware random number generator (HWRNG) will provide a high-speed 
source of entropy to the Linux kernel which minimizes blocking and delays while
maintaining security.  Most of the HWRNGs that are available offer high security 
at a high cost.  If you are a bank, financial institution, or run a huge e-commerce 
site, it would be worthwhile to invest several thousand dollars in a HWRNG but 
this is not possible for most individuals and small enterprises. 

The TrueRNG is a low-cost USB device that provides more than 350 
kilobits/second of random numbers.  This will refill the Linux entropy pool almost 
instantly and eliminate unnecessary blocking / delays.

Theory of Operation

The TrueRNG Hardware Random Number Generator uses the avalanche effect 
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in a semiconductor junction to generate true random numbers.  The avalanche 
effect has long been used for generation of random number / noise and is a 
time-tested and proven random noise source.  

The semiconductor junction is biased to 12 volts using a boost voltage regulator 
(since USB only supplies 5V), amplified, then digitized at high-speed.  The 
digitized data is selected and whitened internal to the TrueRNG and sent over 
the USB port with more than 350 kilobits/second of throughput.

Usage

The TrueRNG operates as a communication device class (CDC) USB device 
and enumerates as a virtual serial port using drivers built in to recent versions of
both Windows and Linux. 

Windows Installation

1. Plug in the device
2. When asked for a driver, select the TrueRNG.inf file for your version of 

Windows available from the ~ website
3. If you are not prompted for a driver, please locate the driver entry in 

control panel->system->device manager and right click on the device and 
choose 'Update Driver'.  Then select the inf file downloaded.

The TrueRNG should now be visible as a virtual serial (COM) port.  The 
Windows device manager (in the control panel) may be used to determine the 
com port number.

If your application isn't functioning correctly with the TrueRNG, try using the 
Realterm application (http://realterm.sourceforge.net/) in hex display mode to 
verify operation.

Ubuntu Linux Installation

1. Download the zip file from the ~ website..
2. Extract and place udev rules in udev/rules.d  folder 

(this is /etc/udev/rules.d/ under ubuntu)
3. Plug in TrueRNG USB Dongle
4. Verify /dev/TrueRNG device appears by typing 

ls -l /dev/TrueRNG
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5. Install rng-tools using apt-get (ubuntu) or yum (redhat)
6. Modify /etc/default/rng-tools (ubuntu) or /etc/whatever (RedHat) and make sure the 

HWRNGDEVICE points to /dev/hwrng (eg. HRNGDEVICE=/dev/TrueRNG)
7. Modify your startup config so rng-tools starts automatically (rcconf ubuntu)
8. Verify rng-tools service is running using ps and cat your syslog for rng-tools debug info.
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Ent Test Results from the TrueRNG
(http://www.fourmilab.ch/random/)

100Mb file size

Linux command:  ent random.dat
(Results may vary between runs)

Entropy = 7.999998 bits per byte.

Optimum compression would reduce the size

of this 106760304 byte file by 0 percent.

Chi square distribution for 106760304 samples is 260.12, and randomly

would exceed this value 50.00 percent of the times.

Arithmetic mean value of data bytes is 127.4937 (127.5 = random).

Monte Carlo value for Pi is 3.141909600 (error 0.01 percent).

Serial correlation coefficient is 0.000026 (totally uncorrelated = 0.0).

Rngtest Test Results from the TrueRNG
(from rng-tools package)

1.8GB file size

Linux command:  cat random.dat | rngtest

rngtest 4

Copyright (c) 2004 by Henrique de Moraes Holschuh

This is free software; see the source for copying conditions.  There is NO 

warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

rngtest: starting FIPS tests...

rngtest: entropy source drained

rngtest: bits received from input: 15373483776

rngtest: FIPS 140-2 successes: 768062

rngtest: FIPS 140-2 failures: 612

rngtest: FIPS 140-2(2001-10-10) Monobit: 77

rngtest: FIPS 140-2(2001-10-10) Poker: 70

rngtest: FIPS 140-2(2001-10-10) Runs: 253

rngtest: FIPS 140-2(2001-10-10) Long run: 213

rngtest: FIPS 140-2(2001-10-10) Continuous run: 1

rngtest: input channel speed: (min=909090909.091; avg=25098821585.651; 

max=0.000)bits/s

rngtest: FIPS tests speed: (min=60.169; avg=85.342; max=90.396)Mibits/s

rngtest: Program run time: 172493329 microseconds

* “Failures” are expected with true random data.  See “FIPS 142-2(Change Notice 1) 

Random Number Tests”, http://www.fdk.com/cyber-e/pdf/HM-RAE103.pdf
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Dieharder Results from the TrueRNG
(http://www.phy.duke.edu/~rgb/General/dieharder.php)

1.8GB file size

Linux command: dieharder -a -g 201 -f random.dat

#=============================================================================#

#            dieharder version 3.31.1 Copyright 2003 Robert G. Brown          #

#=============================================================================#

   rng_name    |           filename             |rands/second|

 file_input_raw|                    test1.8G.dat|  5.68e+07  |

#=============================================================================#

        test_name   |ntup| tsamples |psamples|  p-value |Assessment

#=============================================================================#

   diehard_birthdays|   0|       100|     100|0.65531087|  PASSED  

      diehard_operm5|   0|   1000000|     100|0.30955161|  PASSED  

  diehard_rank_32x32|   0|     40000|     100|0.84931757|  PASSED  

    diehard_rank_6x8|   0|    100000|     100|0.67103968|  PASSED  

   diehard_bitstream|   0|   2097152|     100|0.54551688|  PASSED  

        diehard_opso|   0|   2097152|     100|0.84448682|  PASSED  

        diehard_oqso|   0|   2097152|     100|0.43261728|  PASSED  

         diehard_dna|   0|   2097152|     100|0.37398115|  PASSED  

diehard_count_1s_str|   0|    256000|     100|0.21051404|  PASSED  

diehard_count_1s_byt|   0|    256000|     100|0.05632069|  PASSED  

 diehard_parking_lot|   0|     12000|     100|0.96373014|  PASSED  

    diehard_2dsphere|   2|      8000|     100|0.65194776|  PASSED  

    diehard_3dsphere|   3|      4000|     100|0.50674453|  PASSED  

     diehard_squeeze|   0|    100000|     100|0.15354831|  PASSED  

        diehard_sums|   0|       100|     100|0.32347534|  PASSED  

        diehard_runs|   0|    100000|     100|0.57513757|  PASSED  

        diehard_runs|   0|    100000|     100|0.76259470|  PASSED  

       diehard_craps|   0|    200000|     100|0.73540354|  PASSED  

       diehard_craps|   0|    200000|     100|0.90740519|  PASSED  

 marsaglia_tsang_gcd|   0|  10000000|     100|0.15946648|  PASSED  

 marsaglia_tsang_gcd|   0|  10000000|     100|0.13279474|  PASSED  

         sts_monobit|   1|    100000|     100|0.28442027|  PASSED  

            sts_runs|   2|    100000|     100|0.19084606|  PASSED  

          sts_serial|   1|    100000|     100|0.61057131|  PASSED  

          sts_serial|   2|    100000|     100|0.84649104|  PASSED  

          sts_serial|   3|    100000|     100|0.67810280|  PASSED  

          sts_serial|   3|    100000|     100|0.91971241|  PASSED  

          sts_serial|   4|    100000|     100|0.45844035|  PASSED  

          sts_serial|   4|    100000|     100|0.35207224|  PASSED  

          sts_serial|   5|    100000|     100|0.39851658|  PASSED  

          sts_serial|   5|    100000|     100|0.16285346|  PASSED  

          sts_serial|   6|    100000|     100|0.30182231|  PASSED  

          sts_serial|   6|    100000|     100|0.64423874|  PASSED  

          sts_serial|   7|    100000|     100|0.35417244|  PASSED  

          sts_serial|   7|    100000|     100|0.25060672|  PASSED  

          sts_serial|   8|    100000|     100|0.60317999|  PASSED  

          sts_serial|   8|    100000|     100|0.28047337|  PASSED  

          sts_serial|   9|    100000|     100|0.43861394|  PASSED  

          sts_serial|   9|    100000|     100|0.13368684|  PASSED  
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          sts_serial|  10|    100000|     100|0.42785703|  PASSED  

          sts_serial|  10|    100000|     100|0.77766120|  PASSED  

          sts_serial|  11|    100000|     100|0.87630854|  PASSED  

          sts_serial|  11|    100000|     100|0.23867990|  PASSED  

          sts_serial|  12|    100000|     100|0.33461014|  PASSED  

          sts_serial|  12|    100000|     100|0.02728983|  PASSED  

          sts_serial|  13|    100000|     100|0.53825923|  PASSED  

          sts_serial|  13|    100000|     100|0.53124213|  PASSED  

          sts_serial|  14|    100000|     100|0.02243345|  PASSED  

          sts_serial|  14|    100000|     100|0.15843032|  PASSED  

          sts_serial|  15|    100000|     100|0.18262642|  PASSED  

          sts_serial|  15|    100000|     100|0.74991209|  PASSED  

          sts_serial|  16|    100000|     100|0.76742498|  PASSED  

          sts_serial|  16|    100000|     100|0.32940359|  PASSED  

         rgb_bitdist|   1|    100000|     100|0.20439541|  PASSED  

         rgb_bitdist|   2|    100000|     100|0.64057911|  PASSED  

         rgb_bitdist|   3|    100000|     100|0.53849748|  PASSED  

         rgb_bitdist|   4|    100000|     100|0.94161773|  PASSED  

         rgb_bitdist|   5|    100000|     100|0.62504695|  PASSED  

         rgb_bitdist|   6|    100000|     100|0.72026300|  PASSED  

         rgb_bitdist|   7|    100000|     100|0.63262879|  PASSED  

         rgb_bitdist|   8|    100000|     100|0.98349569|  PASSED  

         rgb_bitdist|   9|    100000|     100|0.61697225|  PASSED  

         rgb_bitdist|  10|    100000|     100|0.08547467|  PASSED  

         rgb_bitdist|  11|    100000|     100|0.05621612|  PASSED  

         rgb_bitdist|  12|    100000|     100|0.94382776|  PASSED  

rgb_minimum_distance|   2|     10000|    1000|0.00780088|  PASSED  

rgb_minimum_distance|   3|     10000|    1000|0.72397342|  PASSED  

rgb_minimum_distance|   4|     10000|    1000|0.90541886|  PASSED  

rgb_minimum_distance|   5|     10000|    1000|0.16926982|  PASSED  

    rgb_permutations|   2|    100000|     100|0.71917781|  PASSED  

    rgb_permutations|   3|    100000|     100|0.79874985|  PASSED  

    rgb_permutations|   4|    100000|     100|0.18293850|  PASSED  

    rgb_permutations|   5|    100000|     100|0.88593892|  PASSED  

      rgb_lagged_sum|   0|   1000000|     100|0.73560672|  PASSED  

      rgb_lagged_sum|   1|   1000000|     100|0.56351262|  PASSED  

      rgb_lagged_sum|   2|   1000000|     100|0.31711125|  PASSED  

      rgb_lagged_sum|   3|   1000000|     100|0.75002598|  PASSED  

      rgb_lagged_sum|   4|   1000000|     100|0.74187721|  PASSED  

      rgb_lagged_sum|   5|   1000000|     100|0.90414975|  PASSED  

      rgb_lagged_sum|   6|   1000000|     100|0.34108954|  PASSED  

      rgb_lagged_sum|   7|   1000000|     100|0.15193304|  PASSED  

      rgb_lagged_sum|   8|   1000000|     100|0.72338423|  PASSED  

      rgb_lagged_sum|   9|   1000000|     100|0.21184106|  PASSED  

      rgb_lagged_sum|  10|   1000000|     100|0.90204391|  PASSED  

      rgb_lagged_sum|  11|   1000000|     100|0.54530936|  PASSED  

      rgb_lagged_sum|  12|   1000000|     100|0.10549945|  PASSED  

      rgb_lagged_sum|  13|   1000000|     100|0.11319105|  PASSED  

      rgb_lagged_sum|  14|   1000000|     100|0.40005968|  PASSED  

      rgb_lagged_sum|  15|   1000000|     100|0.01504387|  PASSED  

      rgb_lagged_sum|  16|   1000000|     100|0.93005288|  PASSED  

      rgb_lagged_sum|  17|   1000000|     100|0.14745635|  PASSED  

      rgb_lagged_sum|  18|   1000000|     100|0.99871057|   WEAK   

      rgb_lagged_sum|  19|   1000000|     100|0.66610721|  PASSED  

      rgb_lagged_sum|  20|   1000000|     100|0.77412212|  PASSED  

      rgb_lagged_sum|  21|   1000000|     100|0.99070902|  PASSED  

      rgb_lagged_sum|  22|   1000000|     100|0.94657372|  PASSED  
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      rgb_lagged_sum|  23|   1000000|     100|0.00796918|  PASSED  

      rgb_lagged_sum|  24|   1000000|     100|0.70514409|  PASSED  

      rgb_lagged_sum|  25|   1000000|     100|0.29897721|  PASSED  

      rgb_lagged_sum|  26|   1000000|     100|0.56170020|  PASSED  

      rgb_lagged_sum|  27|   1000000|     100|0.10441875|  PASSED  

      rgb_lagged_sum|  28|   1000000|     100|0.12552281|  PASSED  

      rgb_lagged_sum|  29|   1000000|     100|0.44625001|  PASSED  

      rgb_lagged_sum|  30|   1000000|     100|0.08762366|  PASSED  

      rgb_lagged_sum|  31|   1000000|     100|0.00306516|   WEAK   

      rgb_lagged_sum|  32|   1000000|     100|0.51477458|  PASSED  

     rgb_kstest_test|   0|     10000|    1000|0.28449138|  PASSED  

     dab_bytedistrib|   0|  51200000|       1|0.00000000|  FAILED **

             dab_dct| 256|     50000|       1|0.19812076|  PASSED  

Preparing to run test 207.  ntuple = 0

        dab_filltree|  32|  15000000|       1|0.00946161|  PASSED  

        dab_filltree|  32|  15000000|       1|0.97927703|  PASSED  

Preparing to run test 208.  ntuple = 0

       dab_filltree2|   0|   5000000|       1|0.98236130|  PASSED  

       dab_filltree2|   1|   5000000|       1|0.09444261|  PASSED  

Preparing to run test 209.  ntuple = 0

        dab_monobit2|  12|  65000000|       1|0.06176840|  PASSED  

** FAILED most likely due to bias in the underlying physics of the device.  From 

the dieharder man page:

       “However, many hardware generators  fail  a  priori  as  well,  as  they

       contain  subtle  bias  or correlations due to the deterministic physics

       that underlies them.  Nature is often unpredictable but  it  is  rarely

       random and the two words don't (quite) mean the same thing!"
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